
Cyber in Bosnia  
and Herzegovina 

Security Matters No. 32, June 2025

SECURITY MATTERS
Image: AI generated by the authors.



2 Security Matters No. 32, June 2025

Facing the cyber elephant in the room  

In a region where political volatility and poor governance are part of daily life, a new and 
increasingly severe threat has been quietly gaining ground: cyber insecurity. Bosnia and 
Herzegovina (BiH) currently lacks a national cybersecurity strategy, does not have a national 
Computer Emergency Response Team (CERT), and – perhaps most critically – has no institution 
or actor willing or mandated to take ownership of the cyber domain. In a world where digital 
infrastructures are the backbone of nearly every aspect of public life, this institutional silence 
is no longer sustainable.

The refusal of a government or political leadership to acknowledge a threat does not eliminate 
that threat. Choosing to ignore the growing risk of cyber incidents does not protect citizens, 
institutions, or critical infrastructure from the consequences of cyberattacks; rather, it 
increases vulnerability and diminishes public trust. When a significant cyber incident occurs 
– and it is a matter of when, not if – the public will look to political leaders for answers. 
Institutions that fail to prepare will be held accountable, even if they previously claimed 
cyber was ‘not their responsibility’. Government cannot hide behind institutional ambiguity 
when public confidence is at stake. Denial is not a strategy; it is a risk multiplier.

Within the framework of the BIHOS project, CESS has taken modest but important steps 
to begin raising awareness of the cybersecurity challenges facing BiH. We have sought to 
promote a culture of cyber resilience and cyber literacy among BIHOS target groups. This 
has not been an easy task. Cybersecurity is often perceived as a highly technical and complex 
domain, reserved for IT specialists. Many public servants and professionals feel overwhelmed 
or disempowered, uncertain about where to start or what their role might be. This is precisely 
why we have taken a different approach to cybersecurity: by focusing on what is relevant 
and necessary for specific professional roles. Whether working in oversight, the judiciary, 
law enforcement, or policy planning, every individual has a role to play in mitigating digital 
risks. Making this link tangible is essential. Cybersecurity is not a standalone technical issue; 
it is a governance issue, a resilience issue, and ultimately, a public trust issue.

To deepen this understanding, we collaborated with Revnext, a leading strategic consultancy 
in cybersecurity and digital forensics based in Rotterdam, and engaged in conversations 
with stakeholders from law enforcement, defence, parliament, and other public institutions. 
These discussions helped to identify the specific needs and challenges professionals face in 
their daily work related to digital threats. In doing so, we have laid the groundwork for more 
tailored capacity building efforts in the future.

What we have also learned is that institutional fragmentation, unclear mandates, and political 
reluctance remain the largest obstacles to progress. Without a clear strategy, institutional 
ownership, and political will, Bosnia and Herzegovina will continue to fall further behind in 
the global and regional race to build digital resilience.

Editorial
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The stakes are high. Cyber incidents – whether ransomware attacks on public institutions, 
disinformation campaigns targeting elections, or breaches of critical infrastructure – can 
have a profound social and economic impact. If BiH is to strengthen its security sector 
governance and align more closely with European standards, it can no longer afford to ignore 
the ‘cyber elephant in the room’. The path forward must begin with political recognition of 
the issue, followed by coordinated action: the adoption of a national cybersecurity strategy, 
the establishment of a CERT, institutional capacity development, and the mainstreaming of 
cyber awareness across all areas of the security sector. The longer the delay, the greater the 
cost, both in terms of vulnerability and credibility.

This urgent call to action is echoed in four Security Matters essays authored by young 
professionals from BiH. In the first essay, Selma Serdarević outlines the broader cybersecurity 
landscape of the Western Balkans. Boris Risojević and Nikolina Bundalo then discuss the 
European Union’s role in advancing cybersecurity development in BiH. Stojanka Berić and 
Anastasija Dragnić explore the vulnerability of media outlets to cyber breaches and highlight 
the challenges journalists face in addressing cybersecurity in their work. Finally, Alen Kubat 
and Ajla Gaši conclude with the ongoing debate surrounding e-voting in BiH.

This newsletter goes hand in hand with the Volten Brief titled ‘Cybersecurity in Bosnia and 
Herzegovina: Everyone’s problem – no one’s responsibility’. 

Erik Sportel, senior programme manager, CESS
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Article
Cybersecuring the Balkans
Selma Serdarević, BIHOS fellow, Bosnia and Herzegovina
 
In September 2022, Bosnia and Herzegovina’s Parliament experienced a cyberattack that 
disrupted internal communications and exposed vulnerabilities in its digital infrastructure. 
This incident was not isolated. Since the onset of the covid pandemic, many Balkan 
countries have been compelled to rapidly transition to remote digital solutions. This created 
opportunities for hackers as Balkan countries were not ready for such a quick digitalisation 
leap. 

While most Balkan countries have been addressing their vulnerabilities in terms of 
cybersecurity, BiH has been slow to follow suit. Fragmented institutions, limited technical 
capacity, and weak regional coordination have left its critical infrastructure and sensitive 
data exposed. The urgent need for BiH to develop a national cybersecurity framework, 
improve institutional coordination, and invest in cyber capabilities is evident. Drawing on 
the experiences of neighbouring countries will certainly be helpful in this process.

Across the region, countries are recognising the strategic importance of cybersecurity – 
particularly in the context of European Union (EU) integration. Although regional cooperation 
mechanisms exist, national efforts vary significantly in depth and effectiveness. BiH stands 
out as the only country in the region without a comprehensive national cybersecurity 
strategy. By contrast, Serbia has made notable progress, establishing specialised institutions 
such as the National Cybersecurity Team and actively collaborating with international 
partners to build capacity and align with global standards. Albania has also implemented 
structural reforms, updating its cybersecurity legislation and establishing a dedicated 
national agency. Similarly, North Macedonia, Kosovo, and Montenegro have all adopted 
national cybersecurity strategies. These examples highlight a growing divide in regional 
cyber preparedness. Without addressing its institutional fragmentation and implementing 
coordinated cybersecurity policies, BiH risks becoming a regional weak link.

Western Balkan countries share several socio-economic and political characteristics. 
One recurring issue across the region is the lack of qualified cybersecurity professionals. 
Many skilled individuals leave to pursue better opportunities abroad due to limited 
domestic educational or training opportunities. Public awareness of cybersecurity 
remains low, heightening societal vulnerability to cyber threats. Even where legislation 
exists, enforcement is often undermined by corruption, limited capacity, and insufficient 
government prioritisation and funding. While these challenges are common, the degree 
of progress varies. Albania and Serbia, for example, have demonstrated stronger 
political will and institutional capacity, enabling them to adopt cybersecurity legislation, 
establish operational agencies, and engage actively with international partners. 

Bosnia and Herzegovina, however, continues to struggle with a complex political system, 
fragmented governance structures, and deep-rooted ethnic divisions. These factors impede 
policy coordination and coherence, stalling the development of a unified approach to 
cybersecurity.
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Regional cooperation should be a cornerstone of cybersecurity development in the Western 
Balkans. Given shared threats, limited resources, and common EU integration goals, 
countries in the region would benefit from deeper collaboration. This includes joint training 
programmes, coordinated response protocols, and so on. A positive development is the 
establishment of the Western Balkans Cyber Capacity Centre (WB3C) in Podgorica, which 
will focus on regional capacity building. Bosnia and Herzegovina, in particular, could gain 
from participation in cross-border cyber exercises and partnerships with more advanced 
neighbours. Such initiatives would help address domestic weaknesses while building trust 
and strategic alignment in the respective EU accession processes. Establishing a regional 
cybersecurity coordination body or strengthening existing mechanisms under frameworks 
like the Regional Cooperation Council (RCC) could provide a practical starting point. 

Strengthening cybersecurity across the Western Balkans is not merely a technical imperative 
– it is a strategic necessity for national security, economic stability, and the protection of 
critical infrastructure. By addressing shared and country-specific challenges, the region 
can not only improve its cybersecurity posture but also its economic outlook and ties with 
European neighbours. 

Article 

Bosnia’s EU journey in cyberspace
Boris Risojević and Nikolina Bundalo, BIHOS fellows, Bosnia and Herzegovina

Cybersecurity is a crucial prerequisite for economic stability and an important aspect of 
modern governance, particularly for countries aspiring to join the EU. In the case of Bosnia 
and Herzegovina, the lack of a cybersecurity framework hinders its journey toward EU 
membership. The adoption of a national cybersecurity strategy, the establishment of a 
Computer Emergency Response Team (CERT), and alignment with the EU’s Network and 
Information Systems (NIS) Directive are critical next steps. These measures should be 
accompanied by the effective use of EU-funded programmes and active engagement in 
regional cooperation initiatives.

The European Commission’s annual report on Bosnia and Herzegovina (October 2024) was 
critical of the country’s progress toward countering cybersecurity. As part of acquis chapter 10 
on digital transformation and media, the report argues that ‘On digital trust and cybersecurity, 
Bosnia and Herzegovina does not have a comprehensive legislative framework on the security of 
networks and information systems. Bosnia and Herzegovina remains the only country in the region 
without a countrywide strategy on cybersecurity. The Ministry of Security failed to set up a working 
body for drafting a strategy and needs to urgently prioritise this. No countrywide single point of 
contact has been designated. Bosnia and Herzegovina needs to establish a network of computer 
security incident response teams (CSIRTs) to facilitate strategic cooperation and the exchange of 
information. The lack of a comprehensive legislative or strategic framework for cybersecurity 
poses a potential threat to Bosnia and Herzegovina, which needs to be urgently addressed’.
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The EU is expected to play a pivotal role in supporting BiH’s cybersecurity development in the 
coming years. Until now, much of the support in this domain has been provided by institutions 
such as the Organisation for Security and Cooperation in Europe (OSCE) and various European 
national embassies. However, the EU is increasing its focus on cybersecurity in BiH. Through 
initiatives like the Digital Europe Programme – which was officially opened to BiH in May 2024 
– the EU is supporting cybersecurity projects across the Western Balkans. This presents BiH 
with opportunities for technical assistance, training, and access to resources necessary to 
align with EU regulations.

Despite ongoing challenges related to weak internal coordination and a fragmented 
governance, BiH should seize the opportunity provided by increased EU attention toward 
digitalisation and cybersecurity to benefit from more EU expertise, funding, and regulation. 
Brussels and Sarajevo could cooperate on preventive measures against cyberattacks, as well 
as the regulation of cyber activity, not only as part of BiH’s EU membership aspirations, but 
also in contributing to broader European security interests. 

In addition, regional cooperation presents another valuable opportunity for strengthening 
BiH’s cybersecurity capacity (as discussed in the preceding article). Initiatives such as the 
Western Balkans Cyber Security Initiative offer BiH the chance to learn from neighbours 
like Croatia, which has a well-established CERT. BiH must adopt a more proactive stance by 
leveraging both EU-wide and Southeast European platforms to incorporate best practices 
and build institutional capacity. Concrete steps could include expanding BiH’s participation 
in joint cyber exercises, increasing involvement in regional fora, and establishing bilateral 
agreements for real-time threat intelligence sharing. Such measures could enhance trust 
and contribute to a more resilient and digital ecosystem across the Western Balkans.

To align with EU standards, BiH must implement concrete reforms. First, a national 
cybersecurity strategy should be adopted without delay. This strategy must encompass 
all state- and entity-level institutions and clearly define the roles and responsibilities of 
government bodies, the private sector, and international partners. Second, a centralised CERT 
should be established as a matter of priority to coordinate incident response – modelled on 
EU best practices, where CERTs play a crucial role in mitigating the impact of cyberattacks. 
Third, BiH must complete legislative alignment with the EU’s NIS Directive within the coming 
year, thereby ensuring robust risk management for critical services.

If these prerequisites are met, BiH would be better equipped to expand its participation in EU 
initiatives such as the Digital Europe Programme and to launch nationwide public awareness 
campaigns. These efforts will be key to educating citizens on cyber threats and fostering a 
culture of digital security.
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Article 

Cyber threats in and against media 
Stojanka Berić and Anastasija Dragnić, BIHOS fellows, Bosnia and Herzegovina

In today’s digital age, the media landscape is undergoing rapid transformation, with most 
news now delivered online, both by traditional media outlets and by consumers themselves 
via social media platforms. In this shifting environment, traditional media are at risk in the 
cyber domain: they are both targets of cyberattacks and contributors to a culture of digital 
insecurity. The former relates to direct attacks on media outlets and journalists, while the 
latter concerns weak reporting on cybersecurity.

Media organisations of all types are increasingly exposed to cyber threats. Hacking attempts 
targeting news portals and online publications are becoming more frequent. Outlets that 
manage, store, and disseminate sensitive information are particularly at risk. These attacks 
not only jeopardise the confidentiality of journalists’ data, but can also seriously undermine 
the integrity of information disseminated to the public. Hackers often use fake emails or 
websites to deceive journalists and editors, gaining access to internal data, including research 
materials, publishing plans, and personal information. Most media organisations in BiH lack 
adequate cyber defences and rarely invest in staff training to help identify and prevent such 
threats.

Cybersecurity also poses a threat to objective reporting and the work of the media, directly 
undermining their credibility and thus the public’s trust. In an era where news organisations 
are under constant pressure to provide accurate and reliable information, a successful 
cyberattack can result in the spread of misinformation and subsequent loss of credibility, or 
even broader social instability. For example, cyberattacks targeting investigative journalists 
may expose confidential sources or endanger reporters, thereby undermining press freedom 
and ethical standards.

Several key challenges contribute to this vulnerability: a shortage of qualified IT personnel, 
the spread of disinformation, and inconsistent levels of digital literacy among the public. 
Cybersecurity in BiH is an occasional topic that is usually discussed only in the aftermath of 
a major incident, such as attacks on state institutions, the Central Election Commission (see 
following article), or the education and healthcare sectors. When such incidents are reported, 
coverage often lacks context, is viewed through a political lens, and tends to focus narrowly 
on foreign threats. Sensationalist headlines are common, while in-depth or practical analysis 
of cybersecurity issues remains rare.

To reduce the frequency and severity of hacking attacks on media organisations, it is important 
to implement a comprehensive cybersecurity approach. This should include preventive 
strategies, technological upgrades, and systematic training of media professionals.

First, media outlets should invest in data protection systems – such as firewalls, antivirus 
software, and encryption tools – to safeguard their networks and information from 
unauthorised access. The implementation of multi-factor authentication for all employees is 
also recommendable, as it significantly reduces the risk of system breaches even if passwords 
are compromised.
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Second, employee training is often overdue. Journalists, editors, and other media personnel 
should be educated on how to identify phishing attempts, malicious links, and other common 
cyber threats. Raising awareness of the risks present on the internet and teaching staff how to 
protect their devices and credentials is a fundamental component of cybersecurity. Regular 
testing and simulation of cyberattacks (known as penetration testing), can help identify weak 
points in the system and allow for a timely response before a real attack occurs.

In a world increasingly divided by physical and digital realities, greater emphasis must be 
placed on security in the digital sphere. This also applies to media in BiH that needs to protect 
itself while helping to protect others at the same time. 

Article 

Will your electronic vote count?  
Alen Kubat and Ajla Gaši, BIHOS fellows, Bosnia and Herzegovina
 
Public confidence in the electoral process in Bosnia and Herzegovina is low, with seven in ten 
citizens expressing distrust in the integrity and fairness of elections. One in four mentions 
having witnessed electoral fraud or vote buying. Against this backdrop of scepticism, there 
have been growing calls to introduce digital technologies into the electoral process – such 
as biometric identification and ballot scanners – as potential tools to enhance transparency 
and restore public trust.

But can electronic voting mitigate BiH’s electoral challenges? And what risks might be involved? 
To answer these questions, we consulted the Coalition Pod Lupom – an organisation that 
seeks to improve the election process in BiH – and drew on insights from their 2024 Public 
Opinion Survey on Electoral Reform, alongside an interview with a coalition representative.

Pilot projects in selected municipalities using biometric identification and ballot scanners 
have yielded promising results. These technologies are seen as tools to bring objectivity 
and transparency into an electoral system flawed with political irregularities. However, 
doubts remain, some of which have been raised by representatives of the Central Election 
Commission (CEC), who argue that the planned nationwide introduction of electronic voting 
in 2026 is premature. Clearly, success of electronic voting depends not only on technological 
features; it also depends on cybersecurity preparedness, institutional capabilities, and political 
will. 

First, Bosnia has a low cybersecurity preparedness. The collection of biometric data and the 
use of electronic tabulation introduce new cybersecurity vulnerabilities. Although the CEC 
has adopted certain technical safeguards – such as firewalls, encrypted access credentials, 
secure VPN channels, and data logging systems – these measures are not underpinned by a 
broader national cybersecurity strategy that would extend to the electoral process. Bosnia 
and Herzegovina currently lacks national standards for data retention, incident response, 
and encryption protocols. In the absence of clearly defined rules and long-term strategic 
planning, the system remains vulnerable to outside influence. 
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Second, substantial institutional capabilities are lacking. Whereas BiH does have a Personal 
Data Protection Agency and an Agency for Identification of Documents, Registers, and Data 
Exchange, the arrangements for oversight and audit processes remain unclear. Without 
transparent and independent oversight, public concerns regarding data security are likely 
to persist, particularly in a context where trust in institutions is already low. Moreover, 
the nationwide introduction of biometric identification and ballot scanners represents an 
enormous undertaking, for which the Central Election Commission may not be adequately 
prepared. Reportedly, the CEC’s IT department consists of only four to five employees working 
on new technologies, an insufficient capacity for responsibilities such as procurement, 
system testing, maintenance, and providing technical assistance across thousands of polling 
stations.

Even if cybersecurity preparedness and institutional capabilities were not an issue, there is 
still a lack of political will. The introduction of electronic voting is estimated to cost well over 
€50 million. If such funding were available, political agreement on this investment remains 
unlikely. Previous reform efforts have often been delayed or informally put aside due to a 
lack of political will. The situation is further complicated by the politicisation of polling station 
boards, where political parties tend to appoint loyal members to manage the voting process.

E-voting is more than a matter of cables and screens. While the introduction of new 
technologies into BiH’s electoral process holds promise, the country needs more time 
and preparation. Policymakers and the CEC should consider adopting a phased or hybrid 
electoral approach, combining conventional paper ballots with biometric identification and 
ballot scanning. A phased implementation would allow time for public education, technical 
evaluation, and institutional transition. Authorities would also learn from local cycles to then 
slowly scale up in applying e-voting.

However, the deployment of biometric systems and ballot scanners will not, in itself, restore 
trust in the electoral process. Without genuine safeguards and institutional capacity, 
technology risks concealing existing problems or creating new ones. The citizens of Bosnia 
and Herzegovina have every right to call for change. But for such reforms to succeed, they 
must be underpinned by political will, well-established institutions, and a clear cybersecurity 
strategy.
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Latest publications  
(www.cess.org / www.eucentralasia.eu)

Cybernostalgia in Romania: From a past perfect to a present tense
Volten Brief, No. 11, May 2025
Anouk Vos and Natalia Wojtowicz  

In 2024, Romania saw a large-scale cybernostalgia campaign, where folklore and family values 
were fused with sophisticated cyberattacks to influence the presidential elections. As this new 
tool in Russia’s election-interference toolbox becomes more and more successful, the EU and its 
member states need to take a closer look at how digital melancholy is shaping the way we vote. 

EU-Central Asia connectivity: Using all the pieces
EUCAM policy brief, No. 39, October 2024
Jos Boonstra 

The EU has embarked on a geopolitics-inspired connectivity agenda with Central Asia. While 
energy security and transition, as well as transport and digitalisation, are prioritised, these issues 
are being developed separately from ongoing work in the field of democratisation and civil society 
engagement. The EU should beef-up and integrate human connectivity into its corridor plans, as 
pipelines, roads, and data cables are only as valuable as people make them.

EU development cooperation with Central Asia: From abstract to concrete
EUCAM policy brief, No. 40, December 2024 
Jos Boonstra and Kamila Smagulova 

The EU is a substantial development cooperation partner for Central Asia. As Central Asia has 
risen in prominence on the European foreign policy radar in recent years, there is increased 
interest among EU member states to be engaged with the region. But on what? This policy brief 
outlines eight connectivity project ideas that are characterised by human interaction, with long-
term benefits for both Europe and Central Asia. 

About BIHOS – Bosnia and Herzegovina Building Inclusive 
Oversight of Security
 
BIHOS seeks to strengthen democratic governance and inclusive oversight of the security sector in Bosnia 
and Herzegovina at the state, entity, and canton levels. By investing in capacities through providing tools, 
skills, and techniques to oversight actors; fostering cooperation among parliaments, civil society organisa-
tions, and other oversight actors; and by promoting a culture of oversight that is critical and constructive, 
BIHOS contributes to better informed, more effective, and inclusive oversight of the security sector in 
BiH.
 
BIHOS is implemented through intertwined capacity-building and research components. The former 
includes tailor-made training courses and trajectories, as well as peer-to-peer consultations, train-
ing-of-trainers’ courses, and study visits. The latter consists of a needs’ assessment exercise, a sequence of 
expert labs, and a functional analysis, presented in a series of publications. The project is implemented by 
CESS from The Netherlands, in cooperation with the Centre for Security Studies (CSS) and the European 
Defendology Center (EDC) from BiH.
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